
 

The Revised Uniform Fiduciary Access to Digital Assets Act 
(RUFADAA) 
 
Coping With Death and Incapacity in a Digital Age 
 
 Benjamin Orzeske 

Uniform Law Commission 
111 N. Wabash Avenue, Suite 1010 
Chicago, Illinois 60602 
(312) 450-6621 
borzeske@uniformlaws.org 
 

The Uniform Law Commission 

mailto:borzeske@uniformlaws.org


Our Drafting Process 

• The ULC is a non-partisan, non-profit organization founded in 
1892 and comprised of volunteer commissioners appointed by 
all 50 states, + DC, PR, and USVI. 

• Uniform acts are drafted by committees of commissioners from 
diverse legal backgrounds and geographic areas. 

• All drafting is done in public meetings with all stakeholders 
invited to participate. 

• Follow the work of any committee on www.uniformlaws.org. 

http://www.uniformlaws.org/


Why is RUFADAA necessary? 

The nature of our property in the digital age has changed: 

• Snail Mail   E-mail 

• Photos in Albums  Photos on the Web 

• Files in File Cabinets   Files in the Cloud 

• Paper Statements   Electronic Statements 

• Business Real Estate   Business Web Site 

• Contacts in a Rolodex   Contacts on your Phone 

• Money in the Bank   Bitcoins 

 



RUFADAA – the Overview 

• Provides default rules only; the owner controls the disposition 
of all property, whether tangible or digital. 

• Integrated with federal privacy law. 

• Provides access rules for four common types of fiduciaries: 

• Executors of decedents’ estates; 

• Guardians/Conservators of protected persons; 

• Agents under a power of attorney; and 

• Trustees. 



RUFADAA – Challenges to Access 

• Passwords and Encryption 

• Restrictive Terms-of-Service and Privacy Policies 

• Federal and State Laws on Unauthorized Access 

• The Electronic Communications Privacy Act of 1986 
(ECPA). 

 



RUFADAA vs. ECPA – the Compromise 

• Fiduciaries have default access to: 

 The records (NOT content) of electronic communications 

 Other digital assets (documents, photos, blogs, etc.) 

• Fiduciaries may access the CONTENT of electronic 
communications only with the consent of the user. 

 

 



RUFADAA Enactment Status  

 

31 RUFADAA Bills 
Introduced in 2016. 
 
19 Enactments in 
2016 (+1 partial). 
 
At least 27 RUFADAA 
introductions planned 
for 2017. 



RUFADAA – Online Tools for Access  

Inactive 
Account 
Manager 

 

Legacy 
Contact 



RUFADAA – A legal path forward 

ESTATE PLANNERS: 

• Include instructions for handling digital assets in your standard 
documents. 

• Consider recommending strategic separation of online 
accounts into private accounts and accounts accessible to a 
fiduciary. 

• Advise clients to take advantage of online tools to designate a 
beneficiary for their digital assets. 



Steps for Fiduciaries to Review Decedent Accounts Under the  
Revised Uniform Fiduciary Access to Digital Assets Act 

NO will or 

trust 

If will or trust 

says DELETE 

accounts 

Provide 

custodian with 

proof of death 

and request 

account 

deletion 

If will or trust 

says DISCLOSE 

private 

communications 

to a named party 

If will or trust 

designates a 

THIRD PARTY 

DIRECTIVE 
Contact third-

party 

operator per 

directive in 

will or trust. 

Check the 

decedent’s 

will or trust 

No choice made by 

decedent in a 

service provider tool 

Decedent made 

choice through 

service provider tool 

START:  Determine where 

decedent had accounts and 

choice about access 

Contact desired service provider and 

provide information. 

 

May include: 

 

• Deceased user name 

• Proof of death 

• Information to identify the account 

• Evidence of appointment as 

fiduciary 

User choice tool controls 

disclosure, access, and 

deletion, possibly after 

selected period of 

inactivity 

No will or trust OR will or trust 

is SILENT on electronic communications 

Fiduciary can obtain: 

• Digital assets other than private               

communications; AND 

• Records of private communications (but 

NOT content) 
 

Written request to the custodian; 

Certified copy of death certificate; 

Certified copy of letter of appointment; 

Any of following if requested by custodian: 

 

• Information to identify the account 

• Evidence linking account to decedent 

• Affidavit: disclosure reasonably necessary 

for estate administration 

• Order of court finding: 

• User had account identified 

• Disclosure reasonably necessary for 

estate administration 

Will or trust says to DISCLOSE content 

of private communications 

If requirements met – fiduciary can obtain both 

content of communications and other digital assets 

Written request to the custodian; 

Certified copy of death certificate; 

Certified copy of letter of appointment; 

Any of following if requested by custodian: 

 

• Information to identify the account 

• Evidence linking account to decedent 

• Affidavit: disclosure reasonably necessary 

for estate administration 

• Order of court finding: 

• Decedent had the identified account 

• Disclosure would not violate federal or 

other applicable law 

• Decedent consented to disclosure 

• Disclosure reasonably necessary for 

estate administration 

Disclose records of 

communications and other 

digital assets 

Examples Include: 

• E-mail messages & 

attachments 

• Non-public social media 

posts 

• Text messages 

Disclose content of private, 

electronic communications 

Examples Include: 

• Photos & documents 

• Public blog posts 

• Records of electronic 

communications (sender, 

recipient, time, date) 

If will or trust is 

SILENT on 

account access 

to private 

communications 


